Spam Strategies

Basic Strategies to Ensure You Receive NOA Emails

1.

Have all the main NOA email addresses in your Contacts, particularly:
e Membership Officer - membership@navalofficer.com.au

e Treasurer - treasurer@navalofficer.com.au

e President - president@navalofficer.com.au

e Newsletter - newsletter@navalofficer.com.au

e Secretary — secretary@navalofficer.com.au

e |T Resources Officer —webmaster@navalofficer.com.au

Depending on your email client process, as per broad instructions below, mark the domain
@navalofficer.com.au or individual email addresses above as Safe Senders. This process is
commonly called “whitelisting”.

Regularly check your Junk or Spam folders and move authentic emails to your Inbox. This
assists system learning but does not guarantedd future delivery to Inbox.

{ Do Email Clients Block or Spam Emails from Known Contacts?

Generally, most email clients and services do not treat emails from addresses in the
recipient’s contact list as spam. In fact, being in someone's contact list is often a positive
signal that helps your email land in the inbox. However, this isn't a guarantee.

(P Why Emails from Contacts Might Still Be Marked as Spam

Even if you're in the recipient's contacts, your email could still be flagged due to:

Poor sender reputation (e.g. your domain or IP is blacklisted)

¢«

Spammy content (e.g. excessive use of “free,” “guarantee,” or suspicious links)
Attachments or formatting issues (e.g. large images, all caps, or strange fonts)
Low engagement history (e.g. recipient rarely opens your emails)

Technical misconfigurations (e.g. missing SPF, DKIM, or DMARC records)

@ How Spam Filters Actually Work

Spam filters use a mix of:

Content analysis (keywords, formatting, links)
Sender reputation (IP/domain history)
Machine learning (patterns learned from user behaviour)

Header and metadata checks3

s+~ Email Clients and Their Behaviour

Here’s how some major email platforms handle this:


mailto:membership@navalofficer.com.au
mailto:treasurer@navalofficer.com.au
mailto:president@navalofficer.com.au
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Email Client Treats Confacts Notes
as Safe?

Still uses spam filters; contact status helps but

Gmail - LB, doesn't override them.

Outlook/Hotmail I Usually Sﬁ:!g:-:?:ﬂ:;z:fr_e aggressive; contact list helps
Yahoo Mail L4 Usually Similar to Gmail; contact list is a positive signal.
;(ﬂi.z:::jclli;‘lail [ Usually Ez::iit;iavily on sender reputation and user
Thunderbird Eram Uses external spam filters (e.g. SpamAssassin);

contact list may not be enough.

Best Practices to Stay Out of Spam
e Askrecipients to whitelist your email or mark it as “Not Spam”
e Use clean HTML formatting and avoid spammy language

e Maintain a good sender reputation and avoid sending bulk emails from personal
accounts

Whitelisting

Here’s your go-to guide for whitelisting email addresses or domains across the major email
platforms. This ensures emails from trusted senders don’t end up in your spam folder—even if
spam filters get a little overzealous.

Pictorial illustrations of the required steps for Gmail and Outlook are provided.
'@ Gmail (Web)
Method: Create a Filter

1. Goto Gmail.

2. Clickthe gearicon > See all settings.

@4 2

f 66 > Quick settings X

Gl

See all sefings

Jul 22 Apps in Gmail




3. Navigate to Filters and Blocked Addresses.

Settings

The following filters are applied to all incoming mail:

Select: All, None

You currently have no blocked addresses.

Select: All, None

General Labels Inbox Accountsand Import[ Filters and Blogked Addresses rorwarding and POP/IMAP Add-ons Chat and Meet A

reate a new filtel %port filters

The following email addresses are blocked. Messages from these addresses will appear in Spam:

4. Click Create a new filter.

5. Inthe “From” field, enter the email address or domain (e.g. @example.com).

Q_ from:(@navalofficer.com.au)

From @navalofficer.com.au ]

)

To
Subject
Has the words

Doesn't have

Size greater than

[[] Hasattachment [] Don'tinclude chats

MB

—— «++  More acti

2 Hide men

L[] Copy

Q, Search

6. Click Create filter, then check Never send it to Spam.

When a message is an exact match for your search criteria:

Skip the Inbox (Archive it)
Mark as read
Star it

Apply the label: Choose label... ~

O0o0Oo0o»

Forward it  Add forwarding address

T

Never sefifl it to Spam

Always mark it as important

Never mark it as important

0O 0 0

Categorize as: Choose category... =

[0 Also apply filter to 17 matching conversations.

Note: filter will not be applied to old conversations in Spam or Trash

© Learn more

Creae filter




7. Click Create filter again to save.

(P Outlook (Web)

Method: Safe Senders List

1. Go to Outlook.

st Outlook

Help

Home View

£33 View Settings

Change or customize your view.
> Favorites

v rickbayley@outlook.com

£ Treasurer@darlingisland....

o @ D & @
|

> &8 Inbox 616
B> Sent Items
=
77 Drafts
. > T Deleted Items 755

9 Messages ™

2. ClickonView ~ View settings.

3. Go to Mail » Junk email.

Settings

Layout
Q' Search settings Compose and reply

Smart suggestions

Junk email

Message handling
Forwarding and IMAP

Subscriptions

+ Add sgfe sender

Don't move email from these senders to my Junk Email folder.

mikepike@consultant.com

mnorth@stratachoice.com.au

navalofficer.com.au

nbritton@gqilogiq.com

& Account
Attachments . s

£ General ' Security options
Rules

. D Block attachments, pictures, and links from anyone not in my Safe senders and domains list

Conditional formatting

Calendar ST Trust email&om my contacts

&2 People

€ Premium (e e

@ ‘ — Senders

Copilot

ClstomizEactcns Safe sender?and domains ]B[ocked senders and domains Safe mailing lists

Q Search

4. Under Security options - tick Trust emails from my contacts

5. Under Safe senders and domains, click Add safe sender. Enter the email address or

navalofficer.com.au domain and click Save.




(P Outlook (Classic)

Method: Safe Senders List

1.

Go to Outlook.

2. Rightclick on any email in your Inbox

3. GotoJunk - Junk email options

adl

=

E‘ﬁ' Outlook can move mess
@ special Junk Email folde

Option] Safe SEhders Shfe Recipients Blocked Senders International

ages that appear to be junk email into a
r

Choose the level of junk email protection you want:

() No Automatic Filtering. Mail from blocked senders is still moved
to the Junk Email folder.

© Low: Move the most

obvious junk email to the Junk Email folder.

() safe Lists Only: Only

ds O High: Most junk email is caught, but some regular mail may be
caught as well. Check your Junk Email folder often.

mail from people or domains on your Safe

Senders List or Safe Recipients List will be delivered to your

Inbox.

[T Permanently delete s

uspected junk email instead of moving it to

the Junk Email folder

(recommended)

(recommended)

Disable links and other functionality in phishing messages.

C

@ Warn me about suspicious domain names in email addresses,

All  Unread By D
Ivan Slade
September In| live Pty Ltd for The Naval Officers Club of Australia Mon 1
Flow Interacti lb Copy Sep 2025
Invoice #: 061 % . -
Quick Print
€ Reply
< Reply All
Sun §
One searchr§ —> Forward hat maybe of interest:
1 ——
2 Mark as Unread
Indo Pacifi M FollowUp >
d Th
Indo Pacific2 [ Find Related >
Intuit Mail{ # Quicksteps >
[Virtual ] > claim your spot Wel
Don't miss 5 % Rales e brightest minds in marketing <end>
9 Move >
President y of NSW
Next Lecture u Send to OneNote ssons of the American Civil War & Enigma Mo
Good Afternd Imber - Unlearned Lessons of the American Civil War &
Enigma
> | SQ Block Sender
Naval
Vale Commar| Never Block Sender o]
https://
<hittpsi//mest [ Delete NeTe: Block Seutier = Donaan (@ =tpie corm)
B Archive... Never Block this Group or Mailing List
president@rnavaroTicer.con.au |
Re: Passing Adrian Needham ] Not Junk fol
OK, Thanks David, Wilco. Apologies for thg
for the last week. Kind regards Simon S Junk E-mail Optigps...
Click on Safe Senders
v } :
Junk Email Options - rickbayley@navalofficer.com.au X I




Tick Also trust email from my Contacts and Automatically add people | email to safe
senders list

Junk Email Options - rickbayley@navalofficer.com.au X

Options Safe Senders Safe Recipients Blocked Senders International

e Email from addresses or domain names on your Safe Senders List will
&p® never be treated as junk email.

Import from File...

Export to File...

Also trust email from my Contacts
Automatically add people I(%mail to the Safe Senders List

OK Cancel Apply

Click on Add then enter email address or email domain - @navalofficer,com.au

Junk Email Options - rickbayley@navaloffic

Options 5afe Senders  Safe Recipients Blocked Senders  International

@ Email from addresses or domain names on your Safe Senders List will
&s" never be treated as junk email.

@optusnet.com.au Adgn
Edit...
Add address or domain b A

Enter an email address or Internet domain name to be
added to the list.

@na\ralofﬂcer.com.aul la

Examples: someone@example.com or @example.com

om File...
lo File...
S — -
@ 2150 trust email from my Contacts
ﬂAutomatically add people | email to the Safe Senders List
QK Cancel Apply

Click on OK then Apply



@ Apple Mail (Mac)

Method: Mark as Not Junk Apple Mail doesn’t have a traditional whitelist, but you can train it:
1. Open the Junk folder.
2. Findthe email, right-click > Move to Inbox.

3. Orclick Mark as Not Junk from the toolbar.

@ Yahoo Mail
Method: Create a Filter
1. Click the gearicon > More Settings - Filters.

2. Click Add new filters.

3. Name the filter (e.g. “Whitelist”).

4. Settherule: From contains - enter the email or domain.
5. Choose Inbox as the destination folder.

6. Click Save.

&2 Thunderbird

Method: Address Book + Filters
1. Add the sender to your Address Book.
2. GotoTools > Message Filters.

3. Create a new filter: From contains the email address or domain
@navalofficer.com.au.

4. Set action: Move to Inbox or Mark as Not Junk.



